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Fig.1 Key Technologies for Low-altitude Radio Spectrum Security Management
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Abstract As a foundational guarantee for the safe development of the low-altitude economy,radio spectrum security

management aims to provide a stable electromagnetic environment for the reliable operation of communication, navigation,

and localization systems of low-altitude devices,such as drones. Firstly, this paper reviews the key technologies of spectrum

security management, including spectrum sensing, signal identification,and signal localization,analyzes the challenges of
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these technologies in complex,highly dynamic low-altitude scenarios,and gives future development trends. Leveraging
spectrum big data and artificial intelligence technologies to achieve real-time spectrum situational awareness, intelligent
inference ,and autonomous decision-making in complex electromagnetic environments is a feasible technical pathway to
address new challenges in dynamic low-altitude scenarios, potentially laying the technical foundation for building a low-
altitude security system. Therefore, this paper further explores the future feasible direction of low-altitude radio spectrum
security management empowered by artificial intelligence technology. Combining the latest progress of artificial
intelligence technology and the future development needs of low-altitude radio spectrum security management, this paper
prospect some key technologies such as the construction of low-altitude wireless signal datasets, low-altitude radio spectrum
security management based on large language models,and efficient collaborative inference,as well as their future research
directions. Finally, this paper introduces the low-altitude testing base in Shanghai. As the first low-altitude test site in China
with the ability to simulate complex urban electromagnetic environments, this testing base provides an empirical research

platform for key technologies in low-altitude radio spectrum security management.

Keywords low-altitude economy;low-altitude networks;spectrum management;spectrum interference;artificial

intelligence ; large language models

B K AERFHE EFLALTIRERSSSE PRHAGTALSE AELIRFEMERMATLIRE K,
EFRNFREN—RMAR LA TR IRMART, EHE R A RHFEEF AR A ARSI EEFAFAAR

]][I

EE WL ARXFERZIERARRELE. TR2AFRANR L@ 12 A RBEFHRT, LR F AL
3048 NEB REME LA RAT X,

A Hid, BB T AL EEMNEHETARIF, THREKE ENAR, T2 REIZFT RN 5 MBS R, 2L
F K EERLBIEINE ST L SRR,

(WHEHH £ & k&)



