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Fig.1 Schematic Diagram of the Robustness Gap in Deep Neural
Networks for Engineering Systems
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Fig.2 Methodological Framework for Enhancing the Robustness of Deep Neural Networks in Engineering Systems



122 o R

¥ B & 2026 4F

2.1.2 ARIEH FSH Tk

N THE RSB B AN 3
T AP EEE  SO EE DUR TS L BR
XA Rk 2 Bt 1 7 A, 2 M B e TR
LIRS, (B2 SRR F A5G 0, &
B X R i OB T R B
/MU FMixup B3 35 17 B0 T 40 2R AH 24 T el e
IMESFHAR R BRI B2 S B s 5 0y 41
A P RIS | A O I 28 S5 A 28 I 248 7 ik A
Bl , ol — AR TR g BT S eI Gt Xt
BRI TEAEA R, BEHLF- 18 7 A DU, )y At fin
AR T E A TS, T 34 AT SC R T
2.1.3 RIEHR AR RMFTF ok

5513795 R WAL R A X A AU i P BLAT T B
W) 5 3 — 24 AN S GR AT R S T S PR Y
Fik. BT MR Lipschitzi 505 HE Bk MG,
T8 ) A Y A AR AR 2 ) D BR i Lipschitz i £, 7] #2246
XTI AR, SE TR TR Parseval
£ 38 1 AR 38 43 )2 Y Lipschitz 3 80U -1, 3280 T Xt
HETRIIETH O FEM 2 R IGHESR T it 4
RO SR LI AR M 45 Lipschitz %, T i 3 54 56 9 45
AR S

i 2o BRI Lipschitz BN B B LS e e
P28 AL e sl SRR TR AT S T R . (1) TERE I HLE B AT
By Fe T, B, 5 R 58 & (Squeeze-and-
Excitation, SE)VER HLH | A H PGSR LAF LT
Pl TR 02 () M T T A L
AT R E ) SR PRI R 81 1 2 (I i
FasEVE, TS B AR 288 0 T REAEA BEAT XTI 2R A
LT BUS TR G iR (3) LAY il
RUA B THRETHE L 7R ER o SR R I —
AN o A R e R s A 0T
Ho, i — AR B T 2R O B A O 28 8 TR R
PTG HEEDS L RN, JE S e S
Ty 1 B AR SR
2.1.4 ENtTE

LG IS T SZPRHT 5 90 £ At 22 ] BE B3 1 1E )
T T AR A SR AR Ak B B JS R X B vk By A
(Tradeoff-inspired Adversarial Defense via Surrogate-loss
Minimization, TRADES ) J5 ¥ 7£NeurIPS 2018X 141441
Tk T R IR AT T =4 00, B,
TRADESH I IE BT, H A &R T AL
DRA T G PR E S R AL IR A O s A 1 )
AR A B i L R AT LG AR R AR, T S R T

L2 R PR 2 S X e
22 BAIRREGREMZMNES BN E

WA 2. 145 BT 3 7 A AT R TR R 5
(R BT B AR L T — SR T TR R e Y
ey pr
2.2.1 T ib#HE

TE Tl i 75 2 v, TR 3 o 22 I 24 T R e 2
7 AT RO A S AR T A 4
45U TR B TRT I 1 PR A 45 < A 7 R v 4
PR BN ZRE NG THE R 3 ) A% RS B 51
X SRR VE R 5 o 0 50 T4 o 25 I 2
FLA R 0T Tl RGEAE R G A & A T4
TR IR e

G xS kR BFSEEAR L T AR5 . (1) 3f
PO AL S - BRI b 28 9 45 AE A B AL S5 o o
TE AR E R 7 B A, (EL R P b S A 7 1
Mk THAE. PozdnyakovZE SR HITAL I T d FRis
WAL e XL Tl o e A SR | D3 B B e 2 B/
Fy i AR 3000 T 7 A T b A T o
TERIRE AL AT 55 v SR s AL 2 2 O Ak A
PRI o bR Ao ) W 2 A PR S M A A
S i B 2 S R A REHLAL, , AT Z5 e Tll
S P FE b IR R B T8y ik i demg 03]
HAHR S HAT R 28 2

(2) BRI ; 76 SEBR Y Tolk A = 3R rh | it
0 R AL AR AT AR R B T
W 2 G B PERERS B T ki, R ERTZR AR, — R T4
42 U RV B0 25 b 5 43 P e B A v i o
SR T SRR 4 KR B0 T A ek L) TERUR
W BB B /N b i e 3 0 3t A a2 1 S A T
P AE R LU RCHE | 36 b rh s 45070 A0S A
(i) e ) T 4R

(3) B 78 Toll A = i B e S50 T
D AR A5 5 S RS SR 1 1 3, - BARAT D 0 e
A ORI T8 B o SRR T I A o A g i
P, TerziyanZe 5| AT 0HHUHELED B S 12N 2R B
B AR 2y, LR TH RGN 54T R AORE ) . 3@
T2 A B AN S R B, S T AN SE AR
AR 2 A A LR RIAY 75 i X ], B 2 e L ] 5
(1) B 025 B Ry St L9

SR, FRTHETF Tl 3 2R 55 PPy i 26 I 2% 2
PRI BATAEAE 2200 . B0, BAT 1 A R X
SR I 24 RN 5 R 30 (e IR S AL S HR 30 ) f e
ARIRAS JEL 5 FOUM P 24 A 750 1 T % 50 5 2 B



405 01

& RS TR RGWE M MG R A S RS 123

HHGH R AR A
222 R ALK

IR H, 0 28 50 R A T ol 28 ) 2% 5 J S
PEHI A RS W ST 55 o H I R GEAE Ry O SRR Al Bt
TR A 25 D) 28 %o LI BB P A Co Bk R AE T 0 A AL A (A
FEIREE T TE L) B 1T RN 28 8 342 B30 e ) B i
JEME . TR M 28 BARR T RCR AR TGV, A5 ]
TR B g5 M . AR DG X o sl 5 5 S AR AT BE bk
R I 55 AR A5 AT 55 T B PR RE i R TR
DIRZ7 (A N S i 4 Y AN = e o N SRS
PR IUR ARG A . it TR o 28 D 2% TR i PR IR R
St 1 o X SR I SR 5 A BRI B A SR A . S B
T AT Ee P sl A BN ) 5 LA CANAE 43 2 R 2K
PP AR R B I L T E T ) RE M 0 2 A T i LR Bl
TRIRFT A5 FL U B2 o, 4R T BT A 7 2 P 70
Bid 5] AE ML EMarkovian Stackelbergl®ZE 11T R 4%
S BH AR, T A3 AR [ R Ak R — > 52 A AR
L TR IR SEEE T HE 5 I 2% 2 U Y A
Z DI

SN, A 22 PR HOR B2 . A R R 2
Ry TR AY | 3k LUBE o L D ) ER B AR o ZE TR
RIS | RGeS AT AR A TR df
223 HZHE3

H 3l 3k R e &V T IR 37 5T Bd)E )
N Ohia -7 30 ARSIt PuR |l aivel L 7/BEiE ) k) BRI U O = B e
B BAYTE LB PRI b I R R . B Kk
PRAS TR N B AR RS, Mok B R AT 1K 100% 72, B
MSE 7 2281 BOGTR I T B PERETE Y BT DA T TR
FESS R R o A, A A TOUT I B 1 = A AR X e
Y, AT d R 3D s = IO B A J7 38 LIR30 H
PRI A WL B S B i Xk 4540, 75 H
6T TFREEER LA 2O B R E B T, 58
3 b AR AR L Rl BRI R ek A
R FRETE, BRSO RE A4 H AR
TP P3N, X A 20728 B R 501 s . BR
Hb TE B B2 Bk A B B ST 55 rh WL B 1 B i
I g IO

SRNEXT H S5 Bk R G SRS R B B
XA SSRGS T — RIS . AR
JET, Bijelic M T AR E W FEBLRAIMNE
FOSHARAE O H s s S a e THE A TR .
1B )2 8 V-1 IS 2 B AR M R s s nT Adi sz
Tl s L TN 28 2 2 ARG L0

SRT, BAT B3 A7 1 R 2 B X 2R B ) Tl

B (U 25) 35 LA S SRR GIIE . EAh,
I P MO T BE T EUE BEEAE B L oAl . Xt
FVRETATRAG 1) 1A EEARA AR R TT SRR (2R3 )

3 REMARWBRE

W29 ik | IR R EE X TRE R G TR B 42
LA REVER I O B 0 e RS AR TR
Gyt 33X S5 A R G2 AR A AT TR DR PR AR
T2 ph 2 28 A T AR R G bz g B P
ARG o ABGENE, AT P TR 1 R i 1 ) 246
Lk BET R AL XS U2 AE | 7R B e A A
SR TR B E NS AR T .
I AR ST R IA N, IR R W TR E R,
R RSO B NTES R 56, AT
R INTE B TR EE Pl 28 I 20T 484 3Bk
(R A ST A TR LA AR T M 25 )5 1]
3.1 NEESENREEHREMETHLEN

AR 4He 7 RT3 1 Lipschitz 24 o s i 7 H ML)
P THE R (BT SR B A8 (xS B 2k ) , B34
PERIRBE S Bz e  MELASE LN TE B . H AR 4L
AT B o AR AL S 85t () AR BT B e P R
FASART , 5 e afe v 5 i (A 4 sl R FURMR B R R R
A4y, AEANETSCATAR , B AT AR S TRiE AR
J7 sCR L 28 SE AR 52 | 45 1) 0 3 0 T i RS ARY 114 T AR
BRI T SRR AY B . SR, X BB SR AT AR
2T E M S R AU . RS T 24K IR R
ZOKG 2T AT AR B R R B R B e I 45 A | B
TAEME SIS RGHIE AEYE GRS &R
o OANAF A W Ll TR BLSC (Y RRAE , R SRS
i PR U
32 RASHEMMFEEIER

BRASSRUIRG A R[] ) 2 20 3 20 ke TR [R] i) 5
P, XTSRRI B OCE BRI . A TR 2% 2] 45
PLEREBE , RN 7 2 S A A= W) R R o o B e
Moo KRBT I A AN ) T RS v A 496 S5 1 i 2
PR TR o 2 N 4 AR R () 23 TR R AETE Y
ian , 2 A e S HUTRE & 583 S5 22 I 1) AL 7
SR T A ] o AT 3 A P 5 Y R B B 1 S [
FE R A2 I 2 =X HERAT sh AR A IE 1
TIfg , I 50 2 B0IE K R, S by 6 e 1
BRI R P2 P26 TR T 1) L%
3.3 MRAILTZIENARIFRE

TR RGN 28 75 205 2 Tk bR 22250
. 5HCE B alEWE A HOR R, X e S



124 hoE R e o 2026 4
E%E EE ﬁ% ijj:_ﬁtﬁﬁfﬁ El(] m‘ﬁ/}it/]’hzt‘ﬂgﬁ_} , J@ﬁ Hﬂ lIEl %ﬁ?} Springer Nature Switzerland,2024.:352—376.
?#ﬁi@lﬂ‘]ﬂliﬁﬁiﬁ%%ﬁﬁ}o %Eﬁ Bl ﬁ“%’{%‘ﬁi é}:méﬁ% [8] ?frommer S. Safe'ty,r(')bustness,‘and ‘interpretability in machine learn-
/fjt /ﬂ: q:' El/(] Q/\] ;ﬁﬂ% % El(] I,ﬁ; [70] 5{%5’% ﬁ[] »fﬁj)l%ﬁjlgﬁ? j;t/ﬂ: ing. Berkeley : University of California,2025.

- N ° ’ v [9] Pelekis S,Koutroubas T,Blika A, et al. Adversarial machine learning:
E"J%)\(%E\%%%ﬂ‘%ﬂmﬁ fﬁﬂ% % E]/‘J Ejﬁ?‘]ﬂi 5 /E\‘ﬁj% lEﬁ A review of methods,tools,and critical industry sectors. Artificial
P , m%ﬁﬁ%ﬁ% A B LR Intelligence Review,2025,58(8):226.

[10] ElE, ZaEME  FREL, 5. JETUREES: Iy H RS 5 AL B E R T
4 451 ZEvk FEHIZER 2024, 47(1) :90—112.
Gui T,Xi ZH,Zheng R,et al. Recent researches of robustness in
ﬁjc @%I$§E%éﬁq}/§é§%$é’éméﬁ E’\]%%‘@%Eﬁk N natural language processing based on deep neural network. Chinese
VR WX IRBE AT T 2GR, B TIRF TR Journal of Computers,2024,47(1):90—112. (in Chinese)
gﬁ\{'ﬂ—érgﬁg 2% méﬁ%ﬁglﬁ 40| &/DHEE& , ED}%{%@EH} 25 [11] Ghaffari Laleh N, Truhn D, Veldhuizen GP,et al. Adversarial attacks
éﬁ E]/‘J éﬁi‘l‘ﬁifﬁ:ﬁi*&%gbjﬁéﬁ‘@ EI’JPE*%EQKZI‘EH E/‘J and adversarial robustness in computational pathology. Nature Com-
R munications, 2022, 13;5711.
%EO ?iaﬂ]ﬁ‘ifﬂTéﬂ‘ﬁf'ﬁEﬁ gémé%%g%‘ré EI/\JIE-VE\‘ ’ 2 [12] Zeng ZG,Wang J,Liao XX. Stability analysis of delayed cellular
&iﬁéﬁ gﬁ I%ji /% %‘{;EE? EF éZlS WJ éﬁ' %ﬁ% ‘@ El/‘] ﬁﬁﬁ 7‘57215 %D !ﬁ‘ neural networks described using cloning templates. IEEE Transactions
Xjrl‘iﬁ/zii R }@%ﬁ%ﬁ@iﬁ&ﬁ% T Q%j&% , {E"‘Eﬂ]ﬁ:ﬂi on Circuits and Systems I:Regular Papers,2004,51(11):2313—2324.
U\*EZJKJ:E&/Q{%F{?EP % Wéﬁ' E,(J ﬁﬂfﬁ% ‘I'i{tﬁ rEJ . ED{E [13] Zeng ZG,Wang J,Liao XX. Global exponential stability of a general
%Pﬁﬁﬂyj& T #ﬁg E]’:]j%':ﬂ ’ @ﬁ:ﬁ:ﬁ%g%%/ﬁ\ﬁﬁﬁ ﬁEﬂ N class of' recurrent fleur'al networks with time-varying delays. IEEE
Transactions on Circuits and Systems I.Fundamental Theory and
T4 %j( o ﬂiﬂé E@Eﬁ?{ ’:F' , EIE &4 %WW?EX’E Lj}'@ E il Applications,2003,50(10) ; 1353—1358.
71%4]:5 El’:] 'fé%l\ i ﬁﬁ){%—},}?\ ?#%@JFE E@T@ﬁ/ﬁi o %J,[Hﬂ y q’j?‘ [14] Goodfellow 1J,Shlens J,Szegedy C. Explaining and harnessing
ﬂ] (g ufﬁﬁ?{jj i%ﬁ%é%ﬁ 4} %;{%Eégﬁg 2 W] éﬁﬁiﬁ . adversarial examples. (2014-12-20)/[2025-07-29]. https//arxiv.org/
ARSI T — ST RERIBI 07 141, S AE A T i T pAVIA126572pdt
. . . o [15] Gilmer J,Metz L,Faghri F,et al. Adversarial spheres// International
”z'/é éﬁ E@%%@E}'ﬁ ZE IX—X‘I éﬁﬁ‘:’%%1§§% ’ ﬁﬁﬁ?ﬁiﬁféﬁﬁ Conference on Learning Representations (ICLR),Workshop Track
%‘15' é}: IW%‘ Eﬁ‘é1&9\é@ﬁ\iﬂﬁ E’Jﬁ%ﬁﬁﬂiﬁﬁ ° Proceedings. Vancouver,BC,Canada:OpenReview.net,2018. https://
openreview.net/forum?id=SkthILkPf.
%} % 3 W [16] Schmidt L,Santurkar S, Tsipras D, et al. Adversarially robust general-
ization requires more data// Proceedings of the 32nd International
[1] LiYZ,Ding YZ,He SY,et al. Artificial intelligence-based methods for Conference on Neural Information Processing Systems. Montréal,
renewable power system operation. Nature Reviews Electrical En- Canada; ACM,2018:5019—5031.
gineering,2024,1(3):163—179. [17] Godfrey C,Kvinge H,Bishoff E,et al. How many dimensions are
[2] 230K, MR, E, 55 TR BRI, B4R, 2024, required to find an adversarial example// 2023 IEEE/CVF Conference
52(7):2393—2406. on Computer Vision and Pattern Recognition Workshops (CVPRW).
Jiang WT,Gao Y, Yuan H, et al. Image classification network of gating Vancouver, BC, Canada:IEEE, 2023 :2353—2360.
mechanism. Acta Electronica Sinica,2024,52(7):2393—2406. (in [18] Pal A,SulamJ,Vidal R. Adversarial examples might be avoidable: The
Chinese) role of data concentration in adversarial robustness// Advances in
[3] Chen LM, Jin L,Shang MS,et al. Enhancing representation power of Neural Information Processing Systems. New Orleans ; Curran Associ-
deep neural networks with negligible parameter growth for industrial ates, 2023 : 46989—47015.
applications. IEEE Transactions on Systems,Man,and Cybernetics: [19] Conwell C,Prince JS,Kay KN,et al. A large-scale examination of
Systems, 2024,54(11) :6837—68483. inductive biases shaping high-level visual representation in brains and
[4] Zonta T,da Costa CA,Zeiser FA,et al. A predictive maintenance machines. Nature Communications, 2024 ,15:9383.
model for optimizing production schedule using deep neural networks. [20] Feather J,Leclerc G,Madry A, et al. Model metamers reveal divergent
Journal of Manufacturing Systems,2022,62:450—462. invariances between biological and artificial neural networks. Nature
[5] Bartoldson BR,Diffenderfer J,Parasyris K,et al. Adversarial robust- Neuroscience,2023,26(11):2017—2034.
ness limits via scaling-law and human-alignment studies// Proceedings [21] Ilyas A,Santurkar S,Tsipras D,et al. Adversarial examples are not
of the 41st International Conference on Machine Learning. Vienna, bugs, they are features// Proceedings of the 33rd Conference on Neural
Austria;: ACM, 2024 :3046—3072. Information Processing Systems. Vancouver,Canada:Curran Associ-
[6] Dohmatob E,Scetbon M. Precise accuracy/robustness tradeoffs in ates,2019;125—136.
regression;Case of general norms// International Conference on [22] LiBH,Li YZ. Adversarial training can provably improve robustness

Machine Learning. Vienna:PMLR,2024.11198—11226.
Zhang RH,Sun J. Certified robust accuracy of neural networks are

bounded due to Bayes errors// Computer Aided Verification. Cham:

Theoretical analysis of feature learning process under structured data//
International Conference on Learning Representations (ICLR). Singa-

pore:OpenReview.net,2025. https://openreview.net/forum?id=in-



405 01

& RS TR RGWE M MG R A S RS

125

[23]

[24]

[25]

[26]

[27]

(28]

[29]

[30]

[31]

[32]

[33]

[34]

[35]

[36]

LUnCpDIB.

Geirhos R,Rubisch P,Michaelis C,et al. ImageNet-trained CNNs are
biased towards texture; Increasing shape bias improves accuracy and
robustness. (2019-05-06)/[2025-07-29 ]. https://openreview.net/forum
id=Bygh9j09KX.

Huang HX,Wang YS,Erfani SM,et al. Exploring architectural
ingredients of adversarially robust deep neural networks// Advances
in Neural Information Processing Systems (NeurIPS). Virtual; Curran
Associates,2021,34.5545—5559.

Zhu Z,Liu F,Chrysos G,et al. Robustness in deep learning: The good
(width) ,the bad (depth) ,and the ugly (initialization)// Proceedings of
the 35th International Conference on Neural Information Processing
Systems. New Orleans, USA : Curran Associates,2022:36094—36107.
Su D, Zhang H,Chen HG, et al. Is robustness the cost of accuracy? —A
comprehensive study on the robustness of 18 deep image classification
models// Computer Vision-ECCV 2018. Cham:Springer International
Publishing,2018;644—661.

Guo MH, Yang YZ,Xu R, et al. When NAS meets robustness : In search
of robust architectures against adversarial attacks// 2020 IEEE/CVF
Conference on Computer Vision and Pattern Recognition (CVPR).
Seattle, WA ,USA ;. IEEE, 2020 :628—637.

Chen LM, Jin L, Shang MS. Zero stability well predicts performance of
convolutional neural networks// Proceedings of the AAAI Conference
on Artificial Intelligence,2022,36(6) :6268—6277.

Cazenavette G,Murdock C,Lucey S. Architectural adversarial robust-
ness: The case for deep pursuit/ 2021 IEEE/CVF Conference on
Computer Vision and Pattern Recognition (CVPR). Nashville, TN,
USA:IEEE,2021.:7146—7154.

Li M,He L,Lin Z. Implicit Euler skip connections:Enhancing
adversarial robustness via numerical stability// International Confer-
ence on Machine Learning. Vienna:PMLR,2020.5874—5883.
Huang SH,Lu ZC,Deb K,et al. Revisiting residual networks for
adversarial robustness// 2023 IEEE/CVF Conference on Computer
Vision and Pattern Recognition (CVPR). Vancouver,BC,Canada:
IEEE,2023.8202—8211.

Bombari S,Kiyani S,Mondelli M. Beyond the universal law of
robustness: Sharper laws for random features and neural tangent
kernels// International Conference on Machine Learning. Hawaii,
USA:PMLR,2023.2738—2776.

Benz P,Ham S,Zhang C,et al. Adversarial robustness comparison of
vision transformer and MLP-Mixer to CNNs. (2021-10-06)/[ 2025-07-
29 1. https://arxiv.org/pdf/2110.02797.

Bai Y,Mei J,Yuille AL,et al. Are transformers more robust than
CNNs// Advances in Neural Information Processing Systems. Virtual ;
Curran Associates,2021,34.26831—26843.

Wang ZY ,Bai YT,Zhou YY,et al. Can CNNs be more robust than
Transformers?// International Conference on Learning Representations
(ICLR). Kigali,Rwanda:OpenReview.net,2023. https://openreview.
net/forum?id=TKIFuQHHEC;.

Zhang BH,Cai TL,Lu Z,et al. Towards certifying L-infinity robust-
ness using neural networks with L-inf-dist neurons// International
Conference on Machine Learning. Virtual:PMLR,2021:12368—
12379.

Zhang BH, Jiang D,He D, et al. Rethinking Lipschitz neural networks

[38]

[39]

[40]

[41]

[42]

[43]

[44]

[45]

[46]

[47]

[48]

[49]

[50]

and certified robustness: A boolean function perspective// Proceedings
of the 36th International Conference on Neural Information Processing
Systems. New Orleans, USA;Curran Associates:2022,35:19398—
19413.

Tsipras D, Santurkar S,Engstrom L, et al. Robustness may be at odds
with accuracy// International Conference on Learning Representations
(ICLR). New Orleans,Louisiana:OpenReview.net,2019. https.//
openreview.net/forum?id=SyxAb30cY7.

Dobriban E,Hassani H,Hong D,et al. Provable tradeoffs in adver-
sarially robust classification. IEEE Transactions on Information
Theory,2023,69(12) :7793—7822.

Li BH,Jin JK,Zhong H,et al. Why robust generalization in deep
learning is difficult; Perspective of expressive power. (2022-05-27)/
[2026-03-05]. https://arxiv.org/abs/2205.13863.pdf.

FIEE N XTI, A ]R8 S SR Y O BT R B A
Fik. AEAR,2025,51(1) : 144—160.

Wang LY ,Cao Y,Liu BH,et al. Ensemble adversarial training defense
for time series classification models. Acta Automatica Sinica,2025,51
(1):144—160. (in Chinese)

Madry A ,Makelov A, Schmidt L,et al. Towards deep learning models
resistant to adversarial attacks// International Conference on Learning
Representations (ICLR). Vancouver,BC,Canada;OpenReview.net,
2018. https://openreview.net/forum?id=rJzIBfZAb.

Shafahi A,Najibi M, Ghiasi MA et al. Adversarial training for free!//
Advances in Neural Information Processing Systems. Vancouver:
Curran Associates,2019:3358—3369.

Rebuffi SA,Gowal S, Calian DA , et al. Data augmentation can improve
robustness// Proceedings of the 35th International Conference on
Neural Information Processing Systems. Virtual:Curran Associates,
2021,34:29935—29948.

Zhang LJ,Deng Z,Kawaguchi K,et al. How does mixup help with
robustness and generalization?// International Conference on Learning
Representations (ICLR). Virtual; OpenReview.net,2021. https://open-
review.net/forum?id=8yKEo06dKNo.

Gowal S,Rebuffi SA,Wiles O,et al. Improving robustness using
generated data// Proceedings of the 35th International Conference on
Neural Information Processing Systems. Virtual:Curran Associates,
2021,34.:4218—4233.

Cohen JM, Rosenfeld E,Kolter JZ. Certified adversarial robustness via
randomized smoothing// International Conference on Machine Learning
(ICML). Long Beach, California;PMLR,2019.1310—1320.

NP AR T RO, AF. TR A IR A AR DT e 2R TR
4%,2022,45(1) : 190—206.

JiSL,DuTY,Deng SG,et al. Robustness certification research on deep
learning models:A survey. Chinese Journal of Computers,2022,45
(1):190—206. (in Chinese)

Ziihlke MM ,Kudenko D. Adversarial robustness of neural networks
from the perspective of lipschitz Calculus: A survey. ACM Computing
Surveys,2025,57(6) : 1—41.

Cisse M, Bojanowski P,Grave E,et al. Parseval networks: Improving
robustness to adversarial examples// International Conference on
Machine Learning (ICML). Sydney,Australia;PMLR,2017.854—
863.

Mok J,Na B,Choe H,et al. AdvRush:Searching for adversarially



126

o R

e

¥ K

4 2026 4F

[52]

[53]

[54]

[55]

[56]

[57]

[58]

[59]

[60]

[61]

[62]

[63]

[64]

[65]

robust neural architectures// 2021 IEEE/CVF International Conference
on Computer Vision (ICCV). Montreal,QC,Canada.IEEE,2022.
12302—12312.

Xu K,Chen Z,Wang ZY ,et al. Toward robust adversarial purification
for face recognition under intensity-unknown attacks. IEEE Transac-
tions on Information Forensics and Security,2024,19.:9550—9565.
Yan HS,Du JW,Tan VYF, et al. On robustness of neural ordinary
differential equations// International Conference on Learning Repre-
sentations (ICLR). Addis Ababa,Ethiopia:OpenReview.net,2020.
https : //openreview.net/forum?id=HJI18_eHYVS.

Huang YF,Yu YD,Zhang HY,et al. Adversarial robustness of
stabilized NeuralODEs might be from obfuscated gradients// Mathe-
matical and Scientific Machine Learning Conference (MSML).
PMLR,2022,145.497—515.

Blau T,Ganz R,Kawar B,et al. Threat model-agnostic adversarial
defense using diffusion models. (2022-07-17)/[2026-03-05]. https://
arxiv.org/abs/2207.08089.pdf.

Nie WL,Guo B,Huang YJ,et al. Diffusion models for adversarial
purification// International Conference on Machine Learning. 2022.
Wang JY,Lyu ZY,Lin DH,et al. Guided diffusion model for
adversarial purification. (2022-05-30)/[2026-03-05]. https://arxiv.
org/abs/2205.14969.pdf.

Chen HR ,Dong YP,Wang ZY , et al. Robust classification via a single
diffusion model// Proceedings of the 41st International Conference on
Machine Learning. Vienna, Austria; ACM, 2024 :6643—6665.

Chen HR,Dong YP,Hao ZK,et al. Diffusion models are certifiably
robust classifiers// Advances in Neural Information Processing Systems
37. Vancouver,BC,Canada:Neural Information Processing Systems
Foundation, Inc. (NeurIPS),2024.50062—50097.

Zhang HY,Yu YD,Jiao JT,et al. Theoretically principled trade-off
between robustness and accuracy// International Conference on
Machine Learning (ICML). Long Beach,California;PMLR,2019.
7472—7482.

Pang TY,Lin M,Yang X, et al. Robustness and accuracy could be
reconcilable by (proper) definition// International Conference on
Machine Learning (ICML). PMLR,2022,162.17258—17277.
Hoffman J,Roberts DA,Yaida S. Robust learning with Jacobian
regularization. (2019-08-14)/[2025-07-29]. https://arxiv.org/abs/
1908.06729.pdf.

Wu D,Li X. Adversarially robust generalization theory via Jacobian
regularization for deep neural networks. (2021-02-23)/[2025-07-29].
https . //arxiv.org/abs/2102.12449.pdf.

Pozdnyakov V,Kovalenko A,Makarov I,et al. AADMIP;Adversarial
attacks and defenses modeling in industrial processes// International Joint
Conference on Artificial Intelligence. Jeju.IJCAI, 2024 .8776—8779.
Luo JL, Sushkov O, Pevceviciute R, et al. Robust multi-modal policies

for industrial assembly via reinforcement learning and demonstrations ;

[66]

[67]

[68]

[69]

[70]

[71]

[72]

[73]

[74]

[75]

[76]

[77]

A large-scale study// Robotics:Science and Systems (RSS). Virtual,
2021. https://roboticsproceedings.org/rss17/p088.html.

Ye QW ,Dong YW,Zhang XX, et al. Robustness defect detection:
Improving the performance of surface defect detection in interference
environment. Optics and Lasers in Engineering,2024,175:108035.
Theodoropoulos S,Dardanis D,Makridis G,et al. Enhancing robust-
ness to novel visual defects through StyleGAN latent space navigation:
A manufacturing use case. Journal of Intelligent Manufacturing,2025,
36(5):3527—3541.

Terziyan V,Kaikova O. Guardians of reliability,robustness,and
resilience ; Adversarial maintenance in the era of industry 4.0 and 5.0.
Procedia Computer Science,2025,253.13—24.

Wang W, Wang ZQ, Cai ZQ, et al. Robust uncertainty quantification for
online remaining useful life prediction with randomly missing and
partially faulty sensor data. Reliability Engineering & System Safety,
2025,262:111177.

Li WT,Deka D, Wang R, et al. Physics-constrained adversarial training
for neural networks in stochastic power grids. IEEE Transactions on
Artificial Intelligence,2024,5(3):1121—1131.

Zhang ZM ,Huang SW,Chen Y et al. Cyber-physical coordinated risk
mitigation in smart grids based on attack-defense game. IEEE
Transactions on Power Systems,2022,37(1):530—542.
BLIEVK , ALl  TRitE. 5 B2 30 BONMSHHERY A 22 38R 4 AbLEE
A E R UK TR, 2024,60(16) :280—290.

Wei HB,Wu HT,Xu J. Robust lateral shared control of autonomous
vehicle considering driver NMS characteristics. Journal of Mechanical
Engineering,2024,60(16) :280—290. (in Chinese)

Eykholt K,Evtimov I,Fernandes E,et al. Robust physical-world
attacks on deep learning visual classification// 2018 IEEE/CVF
Conference on Computer Vision and Pattern Recognition. Salt Lake
City, UT,USAIEEE,2018.1625—1634.

Tu J,Ren MY ,Manivasagam S,et al. Physically realizable adversarial
examples for LIDAR object detection// 2020 IEEE/CVF Conference on
Computer Vision and Pattern Recognition (CVPR). Seattle, WA,
USA:IEEE,2020:13713—13722.

Hsiao TF,Huang BL ,Ni ZX, et al. Natural light can also be dangerous ;
Traffic sign misinterpretation under adversarial natural light attacks//
2024 IEEE/CVF Winter Conference on Applications of Computer
Vision (WACV). Waikoloa,HI, USA:IEEE,2024:3903—3912.
Zhang QZ ,Hu ST, Sun JC, et al. On adversarial robustness of trajectory
prediction for autonomous vehicles// 2022 IEEE/CVF Conference on
Computer Vision and Pattern Recognition (CVPR). New Orleans, LA,
USAIEEE,2022:15138—15147.

Bijelic M,Gruber T,Mannan F,et al. Seeing through fog without
seeing fog:Deep multimodal sensor fusion in unseen adverse weather//
2020 IEEE/CVF Conference on Computer Vision and Pattern
Recognition (CVPR). Seattle, WA ,USA:IEEE,2020:11679—11689.



HA0E H1M & RS TR RGWE M MG R A S RS 127

Robustness of Deep Neural Networks in Engineering Systems: Frontiers and Outlook
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Abstract Deep neural networks (DNNs) are catalyzing a profound paradigm revolution in traditional engineering
systems. However,a sharp contradiction exists between the inherent vulnerability of mainstream DNN models and the
extreme robustness requirements of engineering systems. This “robustness gap” has become one of the key bottlenecks
restricting the widespread application of artificial intelligence in engineering systems. Currently , there is no comprehensive
survey specifically addressing the robustness of DNNs in engineering systems. This survey aims to systematically introduce
and analyze important research on the mechanisms of DNN robustness and methods for improving it within engineering
systems. First,at the problem-discovery level, this survey deconstructs the connotation and extension of the robustness gap
issue. Subsequently,at the root-cause analysis level,it introduces theoretical advancements in analyzing the causes of
robustness defects in DNNss and the relationship between robustness and multi-scale network architectures. Furthermore, at
the level of existing countermeasures,this survey explores general methods for enhancing the robustness of DNNs in
engineering systems,as well as specialized methods for improving DNN robustness tailored to the characteristics of key
engineering fields such as industrial manufacturing,power grid systems,and autonomous driving. Finally,from a future
outlook perspective, this survey focuses on cutting-edge directions,including novel intrinsically robust DNN architectures,
new learning paradigms,and new strategies for embedding engineering semantic constraints. It seeks to provide a valuable

reference for constructing robust DNNs for engineering systems.

Keywords artificial intelligence ;deep neural networks ; engineering systems ; robustness
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