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Fig. 1 The Development Trend of Network Threat Defense Technology
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Fig. 2 Schematic Diagram of Future Development Direction of Polymorphic Network Security
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Abstract Driven by emerging network services such as virtual reality, industrial Internet, and smart
cities, new architectures including computing power networks, sensor networks, software-defined
networks, and SCION networks are propelling the network towards a new paradigm of coexistence and co-
governance of multiple modalities. The polymorphic network architecture, with its fully customizable
processes, enables deep integration of threat defense mechanisms within the architecture. Consequently,
security policies can be dynamically deployed as service requirements evolve. This paper investigates both
threat detection and response strategies. Following the timeline of technological development, we
systematically review existing network threat defense technologies. While revisiting their design
philosophies and technical approaches, we particularly examine the limitations faced by these technologies
in polymorphic network environments. With the increasing adoption of polymorphic network technologies,
research on threat defense mechanisms compatible with such environments has become critically urgent.
There is also a pressing need to explore emerging technologies such as large models, endogenous security,
and software-defined networks to promote the development of threat defense technical framework, thereby

providing a solid network foundation for diverse services in polymorphic networks.

Keywords polymorphic network; traffic analysis; active defense; artificial intelligence; cross-modal

attack; endogenous security
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